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abstract

Low-cost  Commercia-Off-the-Shdf (COTY9)
hardware and software products can be used to build small
cortrol, procesor and interface devices suitable for current
andfuture tactical radio systems. For example, theinput from
video cameas, infrared imagers, awousic transducers,
proximity detectors, laser range finders, and other sensor input
can be digitized, compressed, processed and transmitted via
SINCGARS radios when a Sldier presses a butbn Tactical
radios could also be conrected to ethernet or tdephore lines,
and aradio could become a fidd-accessble email address file
server, or message bulletin board.  These capabilities @an be
deveoped andfidded quickly for avery modest cogt.

1. introduction

Miniature, lightweight, andlow powersmat sen-
sors can bedevelopd and produced quickly anthex-
pensively due to recent evolution in seVeday areasof
technology The® technoloy areasinclude high-per-
formance miniature PC-compatible computers ¢om-
mercid embeddd applications highly integrated low-cost
sensors and communication equipment; ruggeti raimi-
ature interfae modules and high-capacistoragedevices;
and industry standards rfalaia compression andrans-
mission.

PC compatible miniature computers & interfaces

The immen® popularity of the indusyr standard
"PC" computer hasgriven private investment into thele-
velopment of verysmall but functionally completecom-
puter systems foconsumer and commerciakes The
ubiquitous "notebook" computehas become a very

Credit-card sizedPC Cards" arebecoming the interface
and portable high-density storage moduleshmice Seiko
Epson hasecenty introduced acredit cad sized complete
PC computer: CARDIO.

The manufacturersfo'embeddd PCs" take ad-
vantage of the highly integrat@arts that ar@roduced for
notebook computers Thee "embeddd PC" processor
board produd provide the functionality fothe classc PC
AT "motherboard" ash sometimes include video display
drivers drive controllers, and non-volatile storagevices.
"Embeddd PC" processo boards have become very
popula in automated productbat areproduced inimited
quantitis The formfactor for the currentgenestion of
processor boards rangesnramotebook-size to credit-card
size; processor capabilities ranbetween the InteB088
ard Pentium products; and the cost varletween US
$100 andb200Q Many interface moduleare availablen
the consumer-productPC Card form or the industrial
"PC/104" and "STD32" formsSone products offe very
low power consumptionr very high levek of integration.
The manufacturers of these produate located in North
America, Europe, and Asia.

sensors

Sensors & becoming smallerand less costly.
Video cameras, infraredimaging devices, ah laser
rangefindes are becoming increasingl smaller, lighter,
less expensive, and better performingNew types of
acoustic and radar sensors are becoming available.

communications
small and lightweight tactical band radios

The standard tactical band (38-B!Hz) radio for
US forcesknownas SINCGARS (Single ChanrnleGround

popular productamong students and business peopleand Airborne Radio Systemmjeighs over20 pounds (with



batteries) Handhell radios which can handle moderate
data rates vi@ommercial and militay standard interfaces
are now available For example, theRacal Communica-
tions PRC-139 - a three pound, tri-bandixed-frequency
mock military radio -- is currently available ia special
version wih a MIL-STD-188-114 port; it ca receive and
transmit in a 16 kilohiper seconl (kbps) synchronoudata
mode The Racaleprechaun Combat Net Radioa new
modée that ispromisedto have the completcapability of
the SINCGARS manpacks in a three pound packagell--
be available by mid-1996.

TCIM in PC Card form factor

The standat Tacticd Communications Interface
Module (TCIM) is availablein a PC Card form factor
from Magnavox Electronic Systems Companyhis mo-
dem handles the low leveinterfacing functions at the
complee data transfeetween thePC and the tactical
radia Drivers areuploaded into th& CIM immediately
before use Therefore, the protocols can be easthanged
without modifications to the host softwaoe the TCIM
firmware Since theTCIM also provides packetiry and
forward error correctionijttl e processing power iseeded
from the host.

ethernet and the popularity of computer networking

Ethernet networks havéecomeas popular in
military field activities as they are in businesoffices.
Ultimately, high-speed netwask allow the rapid
transmission oflaia from the field tovirtually anywheren
the world. Inexpensie PC/Ethernet interfaces are
available in all form factors.

2. new opportunities

expanded usage of wireless communications

In 1996, handheld militaryradics will be able to
offer the performance and security of the curreanpack
radios -- with an order of magnitedecreasin weight and
volume and no significant increase in pric&his fact will
allow more soldies to carry radios, smart sensoesd
handheld computer-- thus increasinghe capacity for
armament and other mission-essential equipmenhis
increase in the usage of communicatiechnology could
result in substantially more effective troops.

image and video data compression

Most military rado communication modesuffer
from a lack of bandwidth -- amspecialy importantcon-
sideration inHF and tactical band VHF applicationés

an example a SINCGARS radio operatingt its highest
sped (16kbps half duplexis likely to achieve a through-
put of only 4000 to 8000 bpsThis is due to tle needfor
forward error correction (tanaintain a minimallyaccept-
able bit error rate) anthe requirementfo33% data tran-
sitions (for reliable bit synchronization).

Conside the amount oflata required to transmit a
single image made &12 X 512 8-bit pixels. Using the
communicatio system described above, 4 to 8 minutes
would be requiredfor the transmission of each image.
Obviously this is impractical Therefore, efficieh com-
pression algorithmsare neededto enable timelytrans-
mission of image data over tactical military radio links.

An immediatey available solution is JPEG a
compressio standard for stilimages that wasdeveloped
during the1980's It is widely used in commercial appli-
cations, although ihasseen only limitd usage in military
applications Using JPEG-style compression algorithms,
images of hig subjective quality can berecovered from
images compresseal a ratio of 10 to 15:1 This repre-
sentsan order of magnitude decrease -- from minutes to
seconds- in the time requiredior the transmissionfam-
ages over curreérlow bandwidthdata links. The JPEG
compression software is readilavailabe from many
sources in the form of Gbrary functions or souecode.
A 486 PC processor caperform the compression ad-
compressin at a speed adequatdor low-bandwidth
communications applications Alternatively, the JPEG
processig load can bedone by specialized modules,
available inPC Cad and PC/104 forms tha combine
framegrabbing andJPE5 compression; this approach
would allow the hasprocessor to perforrmommunietions
and control functions.

Currert compression technologyesearch isfo-
cused orfractal andwavelet algorithmshat show pranise
for high quality recoverd still images compresset 50 to
100:1 Video compressioralgorithms offereven higher
compressiorratios by taking advantage dfie temporal
redundang found in sequences of imagesEvolving
standards forvideo compression over low bandwidiata
links include H.263 and MPEG IV.

cost and speed of application development

Readily availabld®C programmers andsers can
develp applications fo "embeddd PCs', expensive
specialiss in microcontrollers, special operating systems,
and digital hardwarere not needed Since "embedded
PCs" are virtuallyequivalent to industrgtandarddesktop
computers, most commercidPC" software can besed



without modification Custom software canelwritten by
experiencd "PC" programmers using canercial sofware
developmentools Therefore industry-standarémbedded
computers provide the potentior the lowest possible
development cosfwesently available in the industry.

Conventional military produstrequire many man-
years of effort and several calendar yearsomplete In
contrast, thiscombination of off-the-shelf hardware and
software enables thdevelopmentof useful field-worthy
products with man-months of effort within asingle
calendar year.

3. smart sensor applications

description of smart sensor

Our "smartsensor" hardwarenodel is shownin
Figure 1. Since these computers and the intedaaee
standardizedsystens can be built as required fromthe
available building blocks.
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The softwaremodel is shown in Figure2. This
modé uses a standard operating system, sashMicrosoft
DOS Since solidstate storagéevices that emulate hard
disksare available, software can Heveloped n another
platform and simply copied onto ¢h"embeddd PC's"
solid-state drive Essentialmemory resident dewacdriver
software is included with the operating systad supplied
by the manufacturers of interfaceards Some special
purpose drivers and "C" librarfunctionsare availableas
"off-the-shelf" products from a number s@ippliers The
only "custoni software that is usuallyequired isat the
highest and mosportabk level Therdore, for most

applications the "C" language is the most cost-effective
choice.
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Figure 2

The following are exampla of systemswe have
developd ard tested They illustrate the potential ofhe
technology described above.

example 1. soldier's remote imaging system

An example of a soldier's remote imagsysten is
shown in Figure3. A framegrabber digitizes ¢himage
received from th camera; theCPU perforns JPEG data
compression and uploads the compresda@d into the
TCIM; and theTCIM packetizes thedata and sends it
through theactical radio using a standard protoctl the
camera wadixed on amount, then the system cdube
usel to monitor motion in asurveillane application;im-
ages wouldonly be sentwhenever motiorwas detected.
The surveillance system could be powdefm the bat-
teries of a manpack radio, andwbuld reduce the radio
battey life by lessthan ten percent If the camea was
mounted upon the soldier's heliiéen a stream ofimages
-- separatedh time by fiveto ten seconds could be sent
to another location.

The digital components in this systefit within a
package with thedimensions of 150mm X 100mm X
40mm and cost approximately US $4500.
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example 2: mobile visual data reception system

The data sert by the solider could be receivedth
the system shown in Figufe The data isreceivedby the
radio; read ¥ the TCIM; downloadedto the notebook
computer ard decompressed, formatted, and displaiped
the computer Since the TCIM fits into a PC Card slot of
the notebook computer, thetal size ad weight are
equivalemto the size and weight of theotebook computer.
The combinatia of a suitable computer ardCIM would
currently cost about US $5000.
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example 3: tactical radio to ethernet interface

Figure 5shows atactical radio toethernet inter-
face This small battery-operalesysten could be located
at a base site or seh top d a nearly hill for optimum
radio performance.
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The following is a list of some possible applications:

a) Field Messag Receiver Incoming messages
from a tactical radio network would be st@n-boad and
downloadedss needd via the network Alternatively, the
incoming messages could be sent directiy¢ appropriate
address via email.



b) Field Messag Transmitter Outgoirg email
messageser dat from the network would be transmititéo
the field via tactical radio.

c) Field Bulletin Board Messages from theet-
work are stored on-board, arsldiers can query ¢hunit
and downlod current information If the messages do not
change rapidlythey could be stored on-board,dathe
network connection would be unnecessary.

This system could be packab&ith the dimen-
sions of 150mm X 100mm X 60mrard the hardwae cost
would be about US $5000.

variations upon above examples

Many permutations can bdevelopd from the
above examples.For example, multiple radiacchannels
could be used in addition tor as a replacementor the
network connection; aser interfaceould be added irthe
form of a smallLCD display and keypad; battesecould
be built into the system enclosure; and multiple preoces
could be employedb suppot multiple tasks or usersIn
addition to usagess a stard alone package, thasen-
sor/processor system can be integrated intelaet, field
pack, robotic vehicle, or missile.

4. conclusion

Miniature compute hardware and "PC" software
products hae been developed in the commercial market-
place to the poinwhere they can beeffectively adapted
into military solutionsat low cost Soldierswould notbe
burdend by the weightor size of these deviced-urther,
the sophisticatio of the software is siictha thesedevices
can be operated with the ease of a radio or cam&iace
the software aa be quickly developedby "PC" pro-
grammers, thelevelopmencosts for ay given applicdion
is the lowest currently possibleAlthough the durability is
less thanthat of conventional militay products, the
difference in cog outweighs thisfactor in many cir-
cumstances Therefore, we urge the consideratiomf
commercial "embedde®C' technology in the desigof
future tactical sensor and communications equipment.
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